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General Information Technology Policies and Procedures 
 

MedVirginia General Information Technology Policies Procedure No:  IT-1 

IT-1: Policy and Procedures Amendment Process 
 

Purpose Statement:   MedVirginia will use an orderly and well-defined process for amending the 

Policies and Procedures.   

 

Policy/Procedure: 

1. MedVirginia reserves the right to develop all new, amended, or replaced Policies and 

Procedures and repeal any existing Policies and Procedures.  

2. Any Person or Company may submit in writing to MedVirginia a request for the 

development of a new Policy and Procedure, or a request for the amendment or repeal 

of an existing Policy and Procedure.  All Change Requests shall identify (i) the Policy 

and Procedure that is the subject of the requested change (if any), (ii) the type of Policy 

and Procedure sought (if it is a request for a new Policy and Procedure), (iii) a thorough 

description of why the request is necessary, and (iv) an analysis of the expected impact 

of adopting the new Policy and Procedure or modifying/repealing an existing Policy 

and Procedure.   

3. MedVirginia will consider any requested changes that meet the submission criteria set 

forth within thirty (30) days of following receipt of such request.   

a. If, after considering the requested change, MedVirginia determines that the 

request does not have merit or lacks sufficient detail, it will communicate this 

determination to the requestor.    

b. If after considering the requested change, MedVirginia determines that the 

request has merit, it will forward the request to staff to review the request and 

make a recommendation for action (“Recommendation”). 

4. If the Recommendation for action involves a material change to the Policy and 

Procedure, the Recommendation will be presented to the MedVirginia Leadership 

Team for final approval.  If it is approved, MedVirginia will determine the effective 

date of such Policy and Procedure. 

5. If the Recommendation for action involves a change to the Policy and Procedure, but 

the change is not material, then MedVirginia will have the authority to approve such 

Recommendation and determine the effective date of such Policy and Procedure.  

6. MedVirginia will use its best efforts to provide notice of such new, amended, repealed 

or replaced Policies and Procedures to staff prior to the effective date of any such 

changes.     
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MedVirginia General Operational Policies Procedure No:  IT-2 

IT-2: IT Help Desk 
 

Purpose Statement:   The MedVirginia help desk and on-call support is the one point of contact 

that provides technology support for internal staff.  The MedVirginia help desk’s priority is to 

ensure that access to the corporate systems is stable.   MedVirginia assists its staff by resolving 

issues over the phone immediately whenever possible; offering temporary workarounds; providing 

resources for users to attempt to solve the issues themselves; and by escalating necessary issues to 

the appropriate teams. 

 

Policy/Procedure:  

 

1. The MedVirginia Help Desk will be available to assist all internal staff. 

2. MedVirginia will maintain a ticketing system for tracking all issues and requests against a 

unique identifier.  The ticketing system shall be configured to notify requesters of their 

ticket information for reference.  

3. MedVirginia will assign a Priority Level to each issue that is logged with the help desk. 

The following table defines the priority levels: 

 
Ticket Priority 
Level 

Definition 

Urgent Critical business impact – problems which if not fixed prevent the 
business from continuing. No workaround is possible. 
Examples: The data center is unavailable 

High  Problems which do not currently stop the business but whose 
consequences could interrupt or stop the business within 24 hours; 
these may go unnoticed by other groups, but can be very serious for 
the people needing the service that has stopped. 
Examples: Email is available intermittently  

Normal Problems causing minor operational impact or people have lost 
functionality, but there is a workaround. 
Example: Can’t get to the internet while on my home network  

Low  Limited impact on production systems.  
Example: Need application installed on my computer  

 

4. Each ticket priority level has specific response times. The following table describes each 

level’s response times. 

 
Ticket Priority 
Level 

Initial Response 
Time 

Target Resolution Time 

Urgent ~1 hour As Soon As Possible 

High <24 hours 48 hours 

Normal < 5 Business 
Days 

2 weeks 

Low > 5 Working 
Days 

By Arrangement 
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5. All issues are responded to in accordance the timeframes specified above.   

6. Generally, MedVirginia User requests sent via standard email are actioned during standard 

business hours. Urgent requests shall be logged via telephone to ensure prompt and 

efficient service.  

7. MedVirginia provides points of escalation for situations where the staff agree that 

resolution of an issue requires support from outside the project team.   
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MedVirginia General Information Technology Policies Policy No.: IT-3 

IT-3: Security Incident Response Procedures  
 

Purpose Statement:  Despite taking all reasonable and appropriate steps to protect the 

confidentiality, integrity and availability of systems, the Network may experience Security 

Incidents.  MedVirginia has procedures in place that address MedVirginia’s awareness of, 

response to, and creation of reports about Security Incidents.   

 

Policy/Procedure: 

 

SECURITY INCIDENTS 

1. A “Security Incident” is defined as the attempted or successful unauthorized access, 

use, disclosure, modification, or destruction of information or interference with 

system operations through the Network.  

2. The following incidents are examples of potential Security Incidents.  This list is 

not exclusive.  MedVirginia determine when a Security Incident has or is likely to 

have occurred. 

a. Stolen or otherwise inappropriately obtained passwords that are used to 

access the Network; 

b. Social Engineering attacks such as email Phishing or malware.  

c. Stolen hardware, such as laptop computers or monitors 

d. Virus attacks that interfere with the operations of the Network; and/or 

 

REPORTING POTENTIAL SECURITY INCIDENTS 

1. Any MedVirginia Staff, must immediately report any potential Security Incident 

that he or she discovers, or any other potential threat to the confidentiality, integrity, 

or availability of systems on the network to the leadership team.   

2. The individual providing notice of the potential Security Incident or other threat 

may provide such notice in any format, including in writing, electronically, or 

orally.   

3. MedVirginia will document the report of a potential Security Incident or threat 

along with the date and time that he or she was notified of such event. 

4. MedVirginia will not take any retaliatory measures against an individual who 

reports a potential Security Incident or threat.  If the Security Incident was created 

by the neglect, or deliberate action, of a known individual, then MedVirginia may 

impose sanctions as outlined in the Employee Handbook 

5. No staff will prohibit or otherwise attempt to hinder or prevent any individual from 

reporting a potential Security Incident or threat. 
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MedVirginia General Information Technology Policies Procedure No:  IT-4 

IT-4: User Access Password Security 
 

Purpose Statement:   MedVirginia ensures that all applications, when applicable and reasonable, 

shall have access controls in place which would require complex passwords.       

 

Policy/Procedure:   

 

1. For applications which MedVirginia is responsible for administering access, password 

configurations should be set to adhere to the company set of complexity rules, when the 

system allows such configuration.   

2. New users will be given temporary passwords which should be forced to be changed 

upon initial login by the individual.  

3. Passwords must contain 3 of the following 4 requirements: 

o Lower Case Characters (a-z) 

o Upper Case Characters (A-Z) 

o Numbers (0-9) 

o Special Characters (!@#$%^&*(),./;’[]-=_+{}:”<>?) 

 

4. When changing passwords, systems should not allow the user to reset the new password 

to the same value as the expiring password.  

5. Passwords will be set to expire after 90 days from the day the password was created.   

6. User accounts which have not been active for 6 months, will be deactivated through 

routine audits.  

7. Individual applications may have specific limitations which require a variance to this 

policy, and MedVirginia leadership will approve any variations to this policy on a case 

by case basis.  

 

  

mailto:!@#$%^&*(),./;'[]-=_+{}:
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MedVirginia General Information Technology Policies Procedure No:  IT-5 

IT-5: Application Timeout and Locking 
 

Purpose Statement:   MedVirginia ensures that all devices and applications automatically lock or 

close after a period of inactivity in order to reduce security related incidents or unauthorized access.         

 

Policy/Procedure:   

 

1. Company policy requires configurations for inactivity to be set at 15 minutes on non-

concurrent use for devices and applications.  

2. Devices such as laptop computers or mobile devices will be configured to lock no more than 

15 minutes after use, and staff are encouraged to lock such devices manually if possible.  

3. Web-based applications that can be configured for inactivity thresholds should be configured 

to log-out or time-out after 15 minutes of inactivity and require users to re-login in order to 

restore access to the application.  

 

  



 

Confidential. - 11 -  
 
 

MedVirginia General Information Technology Policies Procedure No:  IT-6 

IT-6: System and Server Access 
 

Purpose Statement:   MedVirginia ensures that access to systems is granted through a process of 

approvals based on role and job function         

 

Policy/Procedure:   

 

1. MedVirginia only grants access to applications, servers, databases, and any other user- 

based tool on a minimally necessary basis. 

2. To request access to a system, a user must submit a ticket to the internal Help Desk team.  

3. The help desk will evaluate the request, and if necessary check with the user, the user’s 

supervisor, and the application or server administrator to ensure access is valid.  

4. Once approved, user credentials are setup for access to the necessary system 

5. User credentials are relayed back to the requestor and access is validated.  

6. When access is no longer needed, a separate ticket will be submitted to the Help Desk, 

and at such time access rights will be disabled 

7. After a period of 30 days, the Help Desk will check with the system owner to determine 

if the user credentials should be deleted or remain in a deactivated state.  

8. All notes will be documented in the ticket tracking the request for access.  
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MedVirginia General Information Technology Policies Procedure No:  IT-7 

IT-7: Vulnerability Testing 
 

Purpose Statement:   MedVirginia ensures that its systems are secure by performing vulnerability 

testing on a recurring basis.  

 

Policy/Procedure:   

 

1. MedVirginia will perform vulnerability scans on its application and systems periodically 

throughout the year in order to identify security threats 

2. MedVirginia utilizes a 3rd party vendor to complete the vulnerability testing to ensure a 

more thorough approach in analyzing their infrastructure and systems 

3. MedVirginia will perform this testing quarterly.   

4. The results of the vulnerability test will be reviewed by the appropriate technical 

resources to identify possible security concerns and create an action plan to address any 

issues identified as part of the testing.  

5. All critical security issues will be escalated and addresses as soon as possible.  

6. All non-critical security issues will be documented and addressed during normal 

maintenance windows.  

7. Vulnerability testing results along with action plan documentation will be retained in a 

secure location with limited access controlled by user access. 
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MedVirginia General Information Technology Policies Procedure No:  IT-8 

IT-8: 2-Factor Authentication 
 

Purpose Statement:   MedVirginia ensures that its systems are secure by setting up 2-Factor 

authentication on applications, when deemed appropriate.   

 

Policy/Procedure:   

 

1. MedVirginia will analyze any system which requires a login to determine if 2-factor 

authentication integration exists and the practicality of implementing the extra layer of 

security.  

2. MedVirginia’s policy is to enable 2-Factor authentication whenever reasonable. 

3. 2-Factor authentication can require any of the following use of technologies in addition to 

the primary username and password: 

• Phone Call 

• Text Message 

• Authentication Application (Eg. Lastpass) 

• Security Question and Response 

4. Any application which requires 2-Factor authentication, should be reviewed no less than 

annually to ensure the accuracy of secondary credentials. 
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MedVirginia General Information Technology Policies Procedure No:  IT-9 

IT-9: User Access Reviews 
 

Purpose Statement:   MedVirginia ensures that access to systems either cloud are reviewed 

periodically to ensure access to individuals is appropriate based on changes to role or employment 

with the company.    

 

Policy/Procedure:   

 

1. MedVirginia will review all systems to ensure accounts are accurate no less than 

annually. 

2. MedVirginia will review current locally hosted systems in addition to any cloud based 

systems upon request from leadership or if a known access issue is reported.  

3. MedVirginia’s policy is to allow access to systems and applications based on the 

minimally necessary rule, allowing users access to systems in which access is required to 

perform their role or job function.   

4. Access reviews shall be documented in a ticketing system for historical reference 

5. Access review documentation should include the details around the changes that were 

made if any reviews determine that access rights need to change.  

6. After addressing any incorrect access rights, MedVirginia shall perform an investigation 

to determine why or how access was incorrect and take corrective action to address the 

root cause of the variance.  

7. For reviews which require no changes, MedVirginia shall document the systems that 

were reviewed and document that no changes were required to access rights per system.  
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MedVirginia General Information Technology Policies Procedure No:  IT-10 

IT-10: Backups 
 

Purpose Statement:   In order to maintain business continuity and disaster recovery capabilities, 

MedVirginia shall backup all content and systems which may be required following the loss of 

current system functionality.  

 

Policy/Procedure:   

 

1. MedVirginia will analyze every system to ensure that data is redundantly stored when 

feasible in order to protect the integrity and availability of systems.  

2. Application Servers shall be backed up in full no less than weekly. 

3. Databases shall be backed up incrementally with no less than 30 minute intervals 

4. Database shall be fully backed up no less than weekly.  

5. Prior to any major release, systems and databases shall be backed up. 

6. Critical system backups should be taken when systems are in a static state, in order to 

avoid potential corruption of data.  
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MedVirginia General Information Technology Policies Procedure No:  IT-11 

IT-11: Security Card Access 
 

Purpose Statement:   In order to identify appropriate staff and access rights to physical office 

space, MedVirginia shall require all staff and guests to utilize a personalized badge while accessing 

the physical office space.   

 

Policy/Procedure:   

 

1. MedVirginia will implement a secure way for access to physical office space to be 

monitored and controlled.  

2. Physical card access / badge systems shall be utilized with electronic key pads for entry 

to MedVirginia’s office at all times.   

3. The security access system shall keep all external doors to the space locked at all times to 

prevent undesired access to restricted space.  

4. Employees are required to wear their security badge at all times when accessing or 

utilizing MedVirginia facilities.  

5. The security system shall have the capability to report on and audit individual user access 

to the facilities. 

6. The card access system shall require each badge to retain a uniquely identifiable number 

assigned to individual badges 

7. Security cards shall have individually identifiable information printed on the badge or 

similar access card containing no less than the following information: 

• First Name 

• Last Name 

• Photo with recognizable face 

• Company Logo 
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MedVirginia General Information Technology Policies Procedure No:  IT-12 

IT-12: Security Monitoring 
 

Purpose Statement:   In order to secure physical office space when staff are not present, 

MedVirginia shall implement a security monitoring system.   

 

Policy/Procedure:   

 

1. MedVirginia shall implement security monitoring on physical locations. 

2. Monitoring may consist of alarm monitoring, external access monitoring, motion 

detection, and/or video surveillance.  

3. All external access shall be monitored to ensure the physical space is secure at all times, 

except during required maintenance windows.  

4. Security alarms should notify a security response team of any occurrence of a break-in or 

unauthorized access. 

5. MedVirginia shall maintain a contact list for notification of security incidents and retain a 

tracking tool for documenting security related issues, including false alarms.  

  



 

Confidential. - 18 -  
 
 

MedVirginia General Information Technology Policies Procedure No:  IT-13 

IT-13: Guest Access Controls 
 

Purpose Statement:   In order to secure physical office space guests accessing the office space 

shall be documented   

 

Policy/Procedure:   

 

1. MedVirginia shall implement a tracking mechanism to document all guest access to the 

physical office environment.  

2. Guests shall be required to check-in and be assigned a security badge which needs to 

remain on the guest at all times while in the office 

3. Upon departure, guests need to sign out and return guest credentials.  

4. Documentation for guest access shall include the following details: 

• First Name 

• Last Name 

• Guest Company 

• Date Arrived 

• Date Departed 

• Reason for Visit / Person Visiting 
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MedVirginia General Information Technology Policies Procedure No:  IT-14 

IT-14: Network Access 
 

Purpose Statement:   MedVirginia’s network shall require credentials for access to company 

infrastructure.     

 

Policy/Procedure:   

 

1. MedVirginia shall implement a company network which requires credentials in order to 

access company applications and infrastructure.  

2. Separate networks may be established for guests in order to get to the internet, however 

the guest networks shall not have access to any of the internal systems 

3. MedVirginia will administer and monitor the internal network and applications on a 

regular basis for potential security related threats.  

4. MedVirginia will perform vulnerability testing regularly in order to ensure the network is 

secure.  

5. MedVirginia shall perform application specific penetration testing when appropriate.  
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MedVirginia General Information Technology Policies Procedure No:  IT-15 

IT-15: Application Monitoring 
 

Purpose Statement:   MedVirginia shall monitor applications supporting production clients 

regularly to ensure high availability and processing.    

 

Policy/Procedure:   

 

1. MedVirginia shall implement processes or procedures for monitoring system information 

and identify potential threats or issues proactively. 

2. Monitoring information may include some or all of the following: 

• Hardware Monitoring 

• Disk Space Monitoring 

• Server Memory Monitoring 

• License Monitoring 

• Throughput and Bandwidth Monitoring 

• User Access Monitoring 

3. Alerts shall be configured to notify key personnel of any potential threats or failures 

where appropriate. 

4. All alerts shall be documented in a ticketing system for reference and tracking.  

5. Critical alerts shall be addressed immediately. 

6. Non critical alerts shall be handled based on the nature of the alert.   
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MedVirginia General Information Technology Policies Procedure No:  IT-16 

IT-16: Decommission of IT Equipment 
 

Purpose Statement:   MedVirginia shall ensure all equipment no longer in use by the company is 

properly disposed of to maintain a high level of security.     

 

Policy/Procedure:   

 

1. All hardware which could potentially contain sensitive information, shall follow strict 

processes for removing such sensitive data prior to disposal.  

2. Hard drives shall be removed from computers, wiped using federal standards for data 

destruction and destroyed or recycled using a reputable destruction vendor.  

3. Printers shall have their memory erased prior to decommissioning.  

4. All servers which are no longer necessary, shall be wiped using federal standards for 

server destruction, prior to leaving the secure facility operated by MedVirginia.  

5. All decommissioned IT related equipment shall be documented and tracked using an 

asset tracking tool, including notes on the process used to remove the hardware from 

service.  
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MedVirginia General Information Technology Policies Procedure No:  IT-17 

IT-17: Hardening of IT Equipment 
 

Purpose Statement:   MedVirginia shall ensure all equipment is examined to secure and remove 

any default configurations prior to production deployment.  

 

Policy/Procedure:   

 

Whether you’re deploying hundreds of servers into the cloud through code, or hand building 

physical servers for a small business, having a proper method to ensure a secure, reliable 

environment is crucial to success.  

MedVirginia’s goal is to address these areas before subjecting a server to the internet which will 

protect against the most common exploits. Many of these are standard recommendations that 

apply to servers of any flavor, while some are Windows specific, delving into some of the ways 

you can tighten up the Microsoft server platform.  

1. User Configuration 

Modern server editions force you to do this, but make sure the password for the local 

Administrator account is reset to something secure. Furthermore, disable the local administrator 

whenever possible. There are very few scenarios where this account is required and because it’s 

a popular target for attack, it should be disabled altogether to prevent it from being exploited. 

With that account out of the way, you need to set up an admin account to use. You can either add 

an appropriate domain account, if your server is a member of an Active Directory (AD), or create 

a new local account and put it in the administrators group. Either way, MedVirginia’s policy is to 

use a non-administrator account to handle business whenever possible, requesting elevation 

using Windows sudo equivalent, “Run As” and entering the password for the administrator 

account when prompted. 

Verify that the local guest account is disabled where applicable. None of the built-in accounts are 

secure, guest perhaps least of all, so just close that door. Double check your security groups to 

make sure everyone is where they are supposed to be (adding domain accounts to the remote 

desktop users group, for example.) 

Use a password policy to make sure accounts on the server can’t be compromised. If your server 

is a member of AD, the password policy will be set at the domain level in the Default Domain 

Policy. Stand alone servers can be set in the local policy editor. Either way, a good password 

policy will at least establish the following: 

• Complexity and length requirements - how strong the password must be 

• Password expiration - how long the password is valid 

• Password history - how long until previous passwords can be reused 

• Account lockout - how many failed password attempts before the account is suspended 
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Old passwords account for many successful hacks, so be sure to protect against these by 

requiring regular password changes. 

 2. Network Configuration 

Production servers should have a static IP so clients can reliably find them. This IP should be in 

a protected segment, behind a firewall. Configure at least two DNS servers for redundancy and 

double check name resolution using nslookup from the command prompt. Ensure the server has 

a valid A record in DNS with the name you want, as well as a PTR record for reverse lookups. 

Note that it may take several hours for DNS changes to propagate across the internet, so 

production addresses should be established well before a go live window. Finally, disable any 

network services the server won’t be using, such as IPv6. This depends on your environment and 

any changes here should be well-tested before going into production. 

 3. Windows Features and Roles Configuration 

Microsoft uses roles and features to manage OS packages. Roles are basically a collection of 

features designed for a specific purpose, so generally roles can be chosen if the server fits one, 

and then the features can be customized from there. Two equally important things to do are 1) 

make sure everything you need is installed. This might be a .NET framework version or IIS, but 

without the right pieces your applications won’t work. 2) Uninstall everything you don’t need. 

Extraneous packages unnecessarily extend the attack surface of the server and should be 

removed whenever possible. This is equally true for default applications installed on the server 

that won’t be used. Servers should be designed with necessity in mind and stripped lean to make 

the necessary parts function as smoothly and quickly as possible. 

 4. Update Installation 

There are different kinds of updates: patches tend to address a single vulnerability; roll-ups are a 

group of packages that address several, perhaps related vulnerability, and service packs are 

updates to a wide range of vulnerabilities, comprised of dozens or hundreds of individual 

patches. Be sure to peek into the many user forums after an update is released to find out what 

kind of experience other people are having with it.  

Configure automatic updates on your server. If at all possible, the updates should be staggered so 

test environments receive them a week or so earlier, giving teams a chance to observe their 

behavior. Optional updates can be done manually, as they usually address minor issues. 

Microsoft software updates through Windows Update need to be applied as well, so make sure to 

turn on updates for other products if you’re running Exchange, SQL or another MS server 

technology. Each application should be updated regularly and with testing.  
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5. NTP Configuration 

Servers that are domain members will automatically have their time synched with a domain 

controller upon joining the domain, but stand alone servers need to have NTP set up to sync to an 

external source so the clock remains accurate. Domain controllers should also have their time 

synched to a time server, ensuring the entire domain remains within operational range of actual 

time. 

 6. Firewall Configuration 

If you’re building a web server, only open web ports (80 and 443) open to that server from the 

internet. If anonymous internet clients can talk to the server on other ports, that opens a huge and 

unnecessary security risk. If the server has other functions such as remote desktop (RDP) for 

management, they should only be available over a VPN connection, ensuring that unauthorized 

people can’t exploit the port at will from the net. 

The Windows firewall is a decent built-in software firewall that allows configuration of port-

based traffic from within the OS. On a stand alone server, or any server without a hardware 

firewall in front of it, the Windows firewall will at least provide some protection against network 

based attacks by limiting the attack surface to the allowed ports.   

7. Remote Access Configuration 

As mentioned above, if you use RDP, be sure it is only accessible via VPN if at all possible. 

Leaving it open to the internet doesn’t guarantee you’ll get hacked, but it does offer potential 

hackers another inroad into your server. 

Make sure RDP is only accessible by authorized users. By default, all administrators can use 

RDP once it is enabled on the server. Additional people can join the Remote Desktop Users 

group for access without becoming administrators. 

In addition to RDP, various other remote access mechanisms such as Powershell and SSH should 

be carefully locked down if used and made accessible only within a VPN environment. Telnet 

should never be used at all, as it passes information in plain text and is woefully insecure in 

several ways. Same goes for FTP. Use SFTP or SSH (from a VPN) whenever possible and avoid 

any unencrypted communications altogether. 

 8. Service Configuration 

Examine default services that start automatically and run in the background. Many of these are 

required for the OS to function, but some are not and should be disabled if not in use. Following 

the same logic as the firewall, we want to minimize the attack surface of the server by disabling 

everything other than primary functionality.  

Important services should be set to start automatically so that the server can recover without 

human interaction after failure. For more complex applications, take advantage of the Automatic 



 

Confidential. - 25 -  
 
 

(Delayed Start) option to give other services a chance to get going before launching intensive 

application services. You can also set up service dependencies in which a service will wait for 

another service or set of services to successfully start before starting. Dependencies also allow 

you to stop and start an entire chain at once, which can be helpful when timing is important. 

Finally, every service runs in the security context of a specific user. For default Windows 

services, this is often as the Local System, Local Service or Network Service accounts. This 

configuration may work most of the time, but for application and user services, best practice 

dictates setting up service specific accounts, either locally or in AD, to handle these services with 

the minimum amount of access necessary. This keeps malicious actors who have compromised 

an application from extending that compromise into other areas of the server or domain. 

 9. Further Hardening 

Vendors provide best practices based on role and server version that can help you further harden 

your systems by scanning and making recommendations. 

Although User Account Control (UAC) can get annoying, it serves the important purpose of 

abstracting executables from the security context of the logged in user. This means that even 

when you’re logged in as an admin, UAC will prevent applications from running as you without 

your consent. This prevents malware from running in the background and malicious websites 

from launching installers or other code. Leave UAC on whenever possible. 

10. Logging and Monitoring 

Make sure that your logs and monitoring are configured and capturing the data you want so that 

in the event of a problem, you can quickly find what you need and remediate it. Logging works 

differently depending on whether your server is part of a domain. Domain logons are processed 

by domain controllers, and as such, they have the audit logs for that activity, not the local 

system. Stand alone servers will have security audits available and can be configured to show 

passes and/or failures. 

Check the max size of your logs and scope them to an appropriate size. Log defaults are almost 

always far too small to monitor complex production applications. As such, disk space should be 

allocated during server builds for logging. Logs should be backed up according to your 

organization’s retention policies and then cleared to make room for more current events. 
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MedVirginia General Information Technology Policies Procedure No:  IT-18 

IT-18: Procurement of Vendors, Equipment, or Services 
 

Purpose Statement:   MedVirginia shall follow the procurement processes outlined below to 

ensure there is a consistent and repeatable process to acquiring new services or products.   

 

Policy/Procedure:   

 

1. Needs Recognition 

The preliminary step is recognizing the need for a product, service or vendor. Be it a brand new 

order or a recurring purchase, needs are analyzed and the availability is double-checked before 

creating a request for purchase. 

 

2. Purchase Requisition 

The requester sends a request for procurement (paper form, electronic, or phone) to their direct 

supervisor who will bring the purchase request to the leadership team. 

 

3. Review of Request 

The purchase request is then reviewed by the leadership team. Approved requests are then 

documented as approved in writing, while rejected requests are sent back to the requester with 

the reason for rejection.  

 

4. Budget Approval 

The leadership team during the evaluation of the request will identify whether or not the request 

falls under the current budget.  

 

5. Quotation Requests 

Once the request is approved, the requestor will solicit quotes from vendors with the intention to 

receive and compare bids to shortlist the perfect vendor.  The shortlist is then provided to the 

leadership team for approval to move forward with contract negotiations. 

 

6. Negotiation & Contract 

Once a vendor is selected, the contract negotiation and signing are completed.   It is the 

responsibility of the requestor to ensure all contracts and purchases are fully executed.   

 

7. Receive Goods/Services 

The vendor delivers the promised goods/services within the stipulated timeline. After receiving 

them, the purchaser examines the order and notifies the vendor of any issues with the received 

items. 

 

8. Reconciliation 

At this step, the services provided are analyzed against the price quoted, price invoiced, services 

or product delivered and reconciled to pinpoint discrepancies and ensure that the transaction is 

accurate. Discrepancies should be addressed once they are discovered. 

 

9. Invoice Approval Payment 
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Once reconciliation is complete, the invoice is approved and forwarded to payment processing 

depending on organizational norms, unless pre-payment was authorized prior to receiving goods 

or services. 

 

10. Record Keeping 

After the payment process, buyers make a record of it for bookkeeping and auditing. All 

appropriate documents right from purchase requests to approved invoices are stored in a 

centralized location.  
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MedVirginia General Information Technology Policies Procedure No:  IT-19 

IT-19: Data Classification 
 

Purpose Statement:   MedVirginia shall classify all data to understand what data may be used, its 

availability, where it’s located, what access, integrity, and security levels are required, and whether 

or not the current handling and processing implementations comply with current laws and 

regulations. If sensitive data get into the wrong hands, organizations may be liable for penalties 

for violating laws and regulations and they may suffer from financial loss or reputation damage. 

 

Policy/Procedure:   

 

STEP 1 – IDENTIFY DATA ASSET  

 

Identification of information assets involves creating an inventory of all information assets in the 

organization. In order to facilitate the classification of information assets and allow for a more 

efficient application of controls, it may be desirable to group information assets together. It is 

important to establish that the grouping of assets for classification is appropriate. A broad 

grouping may result in applying controls unnecessarily as the information asset must be 

classified at the highest level necessitated by its individual data elements. For example, if Human 

Resources decides to classify all of their personnel files as a single information asset and any one 

of those files contains a name and social security number, the entire grouping would need to be 

protected with the controls for a confidentiality of High. A narrow grouping allows for more 

precise targeting of controls. However, as there are more information assets to classify, this 

increases the complexity of the classification and the management of controls. Using the 

previous example, classifying the multitude of personnel files (e.g., appointment letters, 

timecards, position classifications, holiday waivers) as individual information assets requires a 

different set of controls for each classification. In the case of a system (e.g., database, data 

warehouse, application server), it may be easier to apply controls if the system is classified as a 

single entity. However, costs may be reduced by applying the controls to the individual elements 

(e.g., field, record, application). Therefore, it is important that the organization evaluate the 

difference between the two to identify the most appropriate solution when determining the 

grouping of information assets for classification. 

 

STEP 2 – IDENTIFY DATA ASSET OWNER  

 

It is important to place the responsibility for the classification and control of an information asset 

with an individual or role. This should be an individual in a managerial position. If multiple 

individuals are found to be “owners” of the same information asset, an individual owner should 

be designated by a higher level of management. The information owner is responsible for 

determining the information’s classification and how and by whom the information will be used. 

 

STEP 3 – EVALUATE DATA ASSET  

 

Use the flowchart below to identify the levels of classification for the confidentiality, integrity 

and availability of each information asset. Classification of data will be based on specific, finite 

criteria as identified in the Federal Information Processing Standard Publication 199 (FIPS-199): 
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STEP 4 – ASSIGN DATA CLASSIFICATION  

 

Classification of data asset will be based on the highest category assigned to Confidentiality, 

Integrity or Availability. If any category is rated High, the data asset shall be classified as 

Confidential. If all categories are rated Low, the data asset shall be classified as Public. All other 

data assets shall be classified as Sensitive. 

 

STEP 5 – IMPLEMENT DATA HANDLING CONTROLS  
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Information assets shall be labelled (if possible) and handled according to their prescribed 

classification, including access controls, labeling, retention policies and destruction methods, 

among others. The following controls shall be applied to data assets, based on their 

classification. 
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Application Development Policies and Procedures 
 

MedVirginia Application Development Policies Procedure No:  AD-1 

AD-1: Change Management 
 

Purpose Statement:   Any changes to production systems must be approved, documented, and 

tested to ensure production systems continue to operate in accordance with the intended use cases.  

 

Policy/Procedure:   

 

Planned Release Changes 

 

1. Any change to a production system must have an associated ticket created to track the 

changes and notes throughout the lifecycle of the requested change.  

2. All changes are prioritized according to the severity of the issue they are intended to 

address.  

3. The product team reviews all open tickets to ensure tickets are prioritized appropriately 

and to determine the necessity and timeline for changes.  

4. The product team will approve the ticket to be part of a designated work sprint, in which 

the application development and testing teams review the ticket and determine the 

changes that need to be made.  

5. The development and product teams sign off on the design changes.  

6. The development team makes the necessary changes in the development environment and 

unit tests.  

7. Once unit testing is complete, the IT lead approves the changes to be moved into the test 

environment 

8. The testing team validates the changes and documents their results in the ticket.  

9. Upon completion of testing, the release is scheduled for a production deployment date 

and signed off by IT leadership.  

10. The change is made to the production environment according to the deployment policies 

and procedures.  

11. The production system is validated to ensure the changes were made appropriately and 

the system functions as expected.  

12. Once validated, the ticket is updated and closed for historical documentation purposes.  

 

Emergency Release Changes 

 

1. If the issue requires an immediate fix to production due to the severity of the issue 

identified, then all procedures above are expedited as part of an emergency release.  

2. IT Leadership must approve any changes which are deployed to production systems 

without first going through testing.  
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3. If changes are unable to be validated in the test environment, after the change is validated 

in production, the changes will be migrated down to the test environments to ensure the 

systems stay in synch.  
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MedVirginia Application Development Policies Procedure No:  AD-2 

AD-2: Source Control 
 

Purpose Statement:   All application code developed should be stored in version control to reduce 

risk and allow the applications to be rebuilt using the source code.  

 

Policy/Procedure:   

 

1. Prior to developing new code, all impacted source code should be checked out from 

version control and locked to reduce the potential of parallel changes.  

2. All changes are then developed and tested.  

3. Source code is then checked back in with the appropriate documentation of what was 

changed and why, including any relevant ticket numbers from the issue tracking system.  

4. The source code applications maintain information on who modified code and the 

date/time of changes made.    
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MedVirginia Application Development Policies Procedure No:  AD-3 

AD-3: Code Deployment 
 

Purpose Statement:   The following process should be utilized to ensure a consistent approach to 

deploying code across all applications.  

 

Policy/Procedure:   

 

1. Prior to deploying code to an environment, the team should validate that a current backup 

of the system is available should the system need to be reverted back to its current state 

prior to deploying new changes.  

 

Planning 

2. Evaluate tickets / project based on business need and issue urgency 

3. Evaluate level of effort  

4. Identity which issues will be included in next release 

5. Create one ticket in ticket mgmt. system to track the release (overall deployment to UAT 

and Prod – not systest, which is for development) 

6. Establish and mark release date of all issues 

7. Identify code branch the work will occur in – create new if needed  

 

Design 

8. Create and review design with stakeholders if needed depending on the level of effort 

(large development efforts would require review and discussion) 

9. Amend ticket documentation as needed to reflect requirements or changes in design 

decisions 

 

Code/Active Development 

10. Check out code from TFS as required for each affected file 

11. Modify code as needed for effort. 

12. Execute unit tests in Systest environment. 

13. Check in code once changes are complete. 

14. Check-ins or shelve-sets should occur on a periodic basis to preserve completed work in 

case of hardware failure. 

15. Once work has been tested, it may be deployed to UAT individually or in batches of 

tickets if more efficient 

 

Deployment to UAT 

16. In two weeks sprints, when possible, a deployment will be performed to UAT for review 

by stakeholders 

17. Once code is deployed, development will perform a cursory smoke test for each ticket 

deployed to ensure deployment was successful 

18. The deployment ticket will be noted with all software that was deployed (BT, Database, 

service layer, and portal, etc) 

19. All tickets will be assigned to Test Lead 
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20. Testers will execute functional, system, and regression tests on all work 

21. If errors are found, the pertinent ticket will be noted with issue and assigned to the 

developer for remediation 

 

Remediation 

22. Development and UAT steps will be repeated until all issues are addressed and test has 

passed all tickets as ready for deployment 

 

Production Deployment  

23. Planning session will occur to determine optimal date for production deployment 

24. Determine feasibility of rollback plan if failure occurs 

25. Assuming a deployment green light… 

26. Send email to alert affected users for any outages. 

27. Execute deployment 

28. Dev and Test resources will execute as much testing on issues as is possible in production 

29. Update deployment tickets and all other tickets as needed to reflect the updated status and 

close out tickets which are complete.  
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MedVirginia Application Development Policies Procedure No:  AD-4 

AD-4: Software Development Lifecycle 
 

Purpose Statement:   The following process should be utilized to ensure a consistent approach to 

application and product development.   

 

Policy/Procedure:   

 

Clareto utilizes the Agile methodology for developing applications.  Software tools are used to 

track projects and divided into manageable deliverables.  The team consists of members of the 

Product team, Project Management, Testing, Engineering, Support, Security, and Leadership. 

Teams meet daily for standup meetings to review the existing work items and clarify any 

questions or issues which need to be resolved.  Demos are scheduled every week, to showcase 

the work product and releases are scheduled monthly based on scope of work.    Timelines for 

projects using this methodology are subject to change based on the team, project and deadlines to 

allow for flexibility in completing project work on time.  

 

Analysis (Status = Open) 

The analysis phase is when the team defines the requirements for the deliverable.  The estimated 

level of effort is also defined during this stage and all stakeholders agree to the solution that is 

being requested.  It is also during this phase when the design of the solution is presented and 

agreed upon.   

 

Development (Status = Open) 

The development phase consists of reviewing the requirements and translating those into coded 

elements for a product.  During this phase, the engineering team will produce the necessary 

changes to the platform utilizing isolated development environments for unit testing to ensure the 

changes achieve the desired result.   Code reviews are performed upon the completion of the 

development phase and demos are presented to ensure it meets the requirements.  

 

Ready for Merge (Status = Pending) 

This interim state is where tickets that have completed development are housed until approved 

for deployment to an integrated testing environment.  

 

Testing (Status = Open) 

The testing phase consists of integration testing by staff not part of the engineering team.  The 

testing team will test all changes individually to ensure they meet the needs. Upon completion of 

the integration testing, a full regression test is performed by this team to ensure all functionality 

remains after changes have been made 

 

Ready for Deployment (Status = Pending) 

This interim state is used to hold tickets which have been approved to go into production.  The 

team will review all tickets prior to approving the release to be deployed to the production 

systems.  
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Production Validation  (Status = Open) 

During this phase, all changes made to the production system are validated right after a 

production deployment to ensure the requirements have been achieved.   

 

Closed (Status = Solved/Closed) 

All work items are marked as Solved in the tracking system and after 1 week, they are 

automatically moved to Closed status for reference later if needed.  Solved tickets may be 

reopened however closed tickets are marked as final and no changes may be made to work items 

in this state.  
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Portal Policies and Procedures 
 

MedVirginia Portal Access Policies Procedure No:  P-1 

P-1: New Practice Access to Portal 
 

Purpose Statement:   MedVirginia follows a common set of onboarding procedures for activating 

a new practice for the Portal application.  

 

Policy/Procedure:   

 

1. Practices request access to the Portal application by submitting a request to the support 

team via the support@clareto.com email address.  

2. A ticket is created to track the request for access and to document all notes associated 

with the request.  

3. The support team checks to see if the practice already has an established relationship with 

MedVirginia through an existing contract.  

4. MedVirginia determines if the practice is associated to an existing client contract which 

would determine the fee structure, if any.  

5. MedVirginia will provide a copy of the pricing structure along with any associated 

contracts necessary to setup the practice with portal access.  

6. Once contract is executed, MedVirginia will work with the practice to complete the New 

Practice Template in order to setup users.  

7. MedVirginia will setup the practice and all associated users based on the completed New 

Practice Template.  

8. MedVirginia will update the master user access list with the new practice and user 

information.  

9. MedVirginia will provide training (if requested) for the portal.  

10. MedVirginia will supply the user credentials to the Practice administrator.  

11. MedVirginia will provide Practice with support contact information.   

mailto:support@clareto.com
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MedVirginia Portal Access Policies Procedure No:  P-2 

P-2: Practice Termination of Access to Portal 
 

Purpose Statement:   MedVirginia follows a common set of termination procedures to deactivate 

a practice that no longer requires access to the Portal application or has their access terminated 

based on conditions of the contract.  

 

Policy/Procedure:   

 

1. Practices wishing to no longer have access to the portal, submit a ticket to the support team 

noting the reason for termination.  

2. Termination requests are reviewed by the leadership team to ensure full compliance with 

contract terms.  

3. Leadership approves or denied the request for termination. 

4. If declined, leadership will contact the practice and work with them to resolve any remaining 

issues. 

5. Upon approval, the support team will deactivate the practice and any associated users in the 

portal administration portal.  

6. Support will notify the practice of final termination and close out the ticket.   
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MedVirginia Portal Access Policies Procedure No:  P-3 

P-3: New User for Existing Practice 
 

Purpose Statement:   MedVirginia will use the following methods for documenting new user 

access requests to existing Practices already established via contract and configured in the Portal 

already.  

 

Policy/Procedure:   

 

1. New user requests are handled via request to the MedVirginia support team.  

2. The support team will contact the practice administrator to validate the request for access. 

3. The practice administrator will validate the user’s name, credentials, and role and 

complete the new user template.  

4. Upon receiving the new user template, the support team will activate the user through the 

Portal administration application and set a password to a temporary one, to be changed 

upon initial login.  

5. The support team will work with the practice administrator or user directly to provide the 

access credentials.  

6. Any training requested will be performed by the practice administrator, MedVirginia, or 

through online training tools.    
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MedVirginia Portal Access Policies Procedure No:  P-4 

P-4: Termination of Portal User Access 
 

Purpose Statement:   MedVirginia terminates access to the Portal immediately upon being 

notified that a user no longer requires access.  

 

Policy/Procedure:   

 

1. Upon notification from a practice that a user is no longer affiliated to the practice, the 

practice administrator submits a ticket with the user information of the user to be 

terminated.  

2. The support team will deactivate the user through the administration portal 

3. The support team will update the termination ticket 

4. The support team contacts the request submitter to let them know the request for 

termination is complete.  
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MedVirginia Portal Access Policies Procedure No:  P-5 

P-5: Inactivity Audit and User Suspension 
 

Purpose Statement:   MedVirginia performs periodic audits of the Portal application to deactivate 

inactive users who have not had any activity for a 6 month consecutive period.   

 

Policy/Procedure:   

 

1. Users who are inactive in the portal are automatically terminated after 6 months of 

inactivity.   

2. Upon deactivation for inactivity, the practice administrator is notified to confirm whether 

the user should still have access rights.  

3. The practice administrator confirms access for the user in question.  

4. If the user’s access should be restored, the support team reactivates the account and resets 

the password.  

5. The support team provides the new temporary password to the practice administrator or 

the user directly.  

6. A tracking ticket is used to track the results of all inactivity audits and suspensions.  
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HIE Participant Policies and Procedures 
 

MedVirginia HIE Participant Access Policies Procedure No:  HIE-1 

HIE-1: Onboarding New HIE Participants 
 

Purpose Statement:   MedVirginia expands the ability of their network to query for additional 

data by adding new Participants to the HIE Network.   

 

Policy/Procedure:   

 

1. MedVirginia works with the HIE Participant to complete and execute the MedVirginia 

Exchange Services Agreement, along with all necessary addenda, Business Associate 

Agreements, and contracts. 

2. If the HIE Participant is a member of eHealth Exchange, then the DURSA will replace 

the need for the contracts above.  

3. MedVirginia will coordinate a kickoff call with the HIE Participant in order to introduce 

the teams, review the scope of work, establish a high level timeline and validate all 

assumptions.  

4. MedVirginia and HIE Participant will conduct a technical meeting to review the security 

and interface specifications. 

5. MedVirginia and HIE Participant will conduct a content assessment meeting to review 

the clinical data, consent policy, and documents to be exchanged.  

6. Test environments will be configured to enable exchange between the MedVirginia HIE 

and the Participant.  

7. Testing is performed to validate the configurations and data exchange meets the 

requirements of the contracts.  

8. Upon completion of all testing, MedVirginia and Participant will schedule a go-live 

meeting to confirm all parties are approve the validation work and schedule a target date 

for a deployment to production.  

9. MedVirginia and HIE Participant perform the necessary configurations and deployments 

to enable exchange of information in the production systems.  

10. MedVirginia and Participant validate the connectivity, security, and interoperability in 

the production environment.  

11. MedVirginia and Participant schedule a final meeting to review and close the integration 

project.  

12. MedVirginia notifies the HIE network of the new partner connection, if appropriate.  
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MedVirginia HIE Participant Access Policies Procedure No:  HIE-2 

HIE-2: Termination of HIE Participant 
 

Purpose Statement:   MedVirginia removes any configuration necessary to connect to an HIE 

Participant who can no longer exchange data on the HIE Network.    

 

Policy/Procedure:   

 

1. MedVirginia and Participant work together on the terms of termination for the HIE 

Network connection.  

2. MedVirginia and Participant agree to a date when the network connection will be 

terminated 

3. MedVirginia will remove configuration which allows data to be exchanged with 

Participant on the execution date.  


